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Abstract—The six-day Remote Agent Experiment One of the Remote Agent’s validation objectives is
(RAX) on the Deep Space 1 mission will be the firstdemonstrating a credible verification and validation
time that an artificially intelligent agent (tfRemote (V&V) approach that will “scale up” from the
Agen) will control a NASA spaecraft. Successful experiment scope to missions that make full use of
completion of this experiment will open the way for autonomy. Autonomous systems raise several
Al-based autonomy technology on future missions. Arverification challenges not faced by traditional flight
important  validation objective for RAX is software. This paper focuses on the challenges raised
implementation of a credible validation and by the onboard planner and on the verification methods
verification strategy that will “scale up” to missions that we found effective.

that make full use of spacecraft autonomy. One of th
key components of the Remote Agent is an onboar
planner and scheduler. Verifying autonomous planner

g'he onboard planner must be able to generate a valid
%an given a set of goals and an initial state. There are

raises several challenges. This paper describes tho too many combinations to test exhaustively. The

challenges and the verification methods we found allenge is to find a set of input test cases that is small
eﬁectivg enough to test and analyze tractably, yet still provides a

high degree of confidence in the planner. This
1. INTRODUCTION challenge was compounded for RAX by limited testing

) resources, both in terms of workforce and testbed
The Deep Space One (DS1) spacecraft, which launchegailability.

October 24, 1998, is a technology validation mission,

Unlike previous missions its primary objective is not toWe have taken a three-pronged approach to planner
gather science observations, but to flight validateerification. First, we used a parameter-based approach
several new technologies. Successful validation ofo identify a test suite with reasonable coverage of the

these technologies will remove a major obstacle to the##?Put space. The inputs are mapped onto independent
use on more risk-averse science missions. parameters, and then the planning constraints are used

to identify non-interacting or low-interaction regions of
One of the new technologies is the Remote Agenthat space. This greatly reduces the number of
(RA), an artificial-intelligence based architecture pagrameter combinations that must be tested.
capable of autonomously commanding the spacecrafrthogonal arrays were used to design minimal-sized
The Remote Agent Experiment (RAX) will test suites with comprehensive coverage of the
demonstrate autonomous operations of the DShecessary parameter combinations.
spacecraft by the RA for a period of six days in the o
Spring of 1999. Secessful flight validation of the RA Second_, we developed a automated plan verification
will open the door to the use of autonomouscepeaft tool to increase the number of test cases that we can
commanding technology on future science missions. Aéasibly analyze.

excellent description of the experiment design and:inally, we exploited the availability of lower-fidelity
validation objectives can be found in [1]. test beds to reduce the number of tests that must be run

The Remote Agent (RA) consists of three component®n the oversubscribed high-fidelity testbed. The
an onboard planner, a smart-executive, and a moddanner is composed of mission- and platform-
identification and recovery engine (MIR). The onboardindependent reasoning engines, and mission-dependent
planner expands high-level goals, provided by thénodels. Almost all of the reasoning requirements can
ground operators and onboard agents, into a plan thR¢ Vverified on lower fidelity platforms. The high-
achieves the goals while obeying various Safetyfldellty_platforr_ns test the remaining performance and
resource, and operational constraints. The sma@Perating environment requirements.

executive carries out the plans while MIR looks forThe remainder of this paper is organized as follows.
faults. If a fault occurs, the executive tries to recovergections 2 describes the Planner and Remote Agent
within the constraints of the plan; otherwise it puts thearchitecture in more detail. Section 3 describes the
spacecraft into a known safe state (possibly degradegdst-case selection methods. Section 4 discusses the
and requests a new plan that achieves the remainingtomated verification tools and specification
goals from that state. formalisms that we found effective. Section 5 describes
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the testbed allocation approach and lessons for largeright balance between coverage and test-suite size can

scale testing efforts. be difficult, and may involve trading risk (coverage)
for manageability. The manageability of a test-suite
2. REMOTEAGENTARCHITECTURE depends on the availability of appropriate test-beds, the

running time of the suite, and the analysis effort it
The Remote Agent [2] consists of three componentsentails.

Executive (EXEC), Planner/Scheduler (PS), and MOdeI’he module test-suites were designed using a

Identification and Reconfiguration (MIR). The planner ; .
is given a set of high-level goals from the groun _parameter-based approach. The universe of possible

operations team and from the onboard navigatioﬁ”pUt scenarios is characterized by a multi-dimensional

system. PS generates a plan that achieves the goR@rameter space. A given assignment of values to
while obeying safety constraints and resourcd@rameters specifies a unique scenario. The test suite
onsists of a subset of the possible parameter values.

constraints. The plan is carried out by the smar :
P y ﬁ'hree methods were used to achieve good coverage and

manageability: abstracting the parameter space to focus
Remote Agent on the relevant parameters and values, analyzing the
planner models to identify independent regions of the

parameter space and thereby reduce the number of
parameter combinations that must be tested, and using
orthogonal arrays to generate minimal-size test suites
that cover those combinations.

Planner Test Case Selection

The planner takes as input a requested plan start time,
an initial spaecraft state, a set of goals (some of which
come from the onboard navigator), and a set of
constraints. It generates a plan that begins at the
requested start time and achieves the goals from the

initial state while obeying the constraints. The
Figure 1: Remote Agent Architecture constraints are specified in the plan model and are
. _ largely fixed. However, a few of them can be modified
executive. Faults are detected by the MIR engine. If thgy changing parameter settings, and fewer still are
smart executive cannot resolve the fault within thejefined as external functions provided by onboard
constraints of the plan, it puts the spacecraft into &ystems. (Specifically, the duration and legality of
known (and possibly degraded) safe state and requesisacecraft slews (turns) are defined as functions
a new plan that achieves the remaining goals from th%rovided by the attitude control subsystem.) The

state. constraint parameters and the behavior of the ACS
The fundamental execution units in the plan are tokenfinction must both be treated as inputs.

and timelines. Each activity in a plan is defined by arpe planner’s behavior is strictly a function of its
token, though not every token is an executable activityinputs. Its behavior does not depend on the order or
Tokens also track spacecraft states and resources. tfiing of events that occur while it is planninghis
timeline is a sequence of tokens that specifies thgakes it a good candidate for parameter-based testing
evolution of that state variable over time. The plan hasée_g_, [4]). The input space is characterized by a multi-
several parallel timelines. The plan specifies start angimensional parameter space. Each assignment of
end time windows for each token, and temporalgiues to parameters identifies a single point in the
constraints among the tokens (before, after, containgspyt space. The planner is tested on a carefully chosen
etc). subset of parameter values, and the resulting plan is

The Remote Agent architecture is shown in Figure 2. checked against a list of plan correctness requirements
as discussed in Section 4.

3. TESTCASE SELECTION AND COVERAGE The test-suite must have good coverage, as defined by
he effecti f . : ome metric, but not be too large to run and analyze.
The effectiveness of scenario-based testing depengs,ceq on our experience a suite of 200 to 300 plan-

largely on how well the scenarios cover thergq est scenarios is about the upper limit for a one-
requirements. Good coverage requires not only that ﬂgj

! ) . erson testing effort, assuming an automated scenario-
test suite exercise eac_h requirement, but th_at the testinner and adequate plan analysis tools.
suite provide high confidence that if the requirement is
satisfied on the test suite that the requirement will also
be satisfied on all of the untested inputs.

In addition to providing good coverage, the test-suitel The onboard goals and ACS constraint functions are invoked during

must have a manageable number of tests Finding up@nning, but they always give the same results for the same inputs
' regardless of when they are called or in what order.
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A combination of approaches has proven effective fotime is restricted to ten boundary points: before,
generating test-suites for the RAX planner. First, theduring, and after plan horizon boundaries; and before,
parameter space is reduced by identifying equivalencéuring, and after op-nav windows.

classes of parameters and parameter values. Tiéee
planner behavior is not expected to changet

qualitatively on inputs drawn from the same

: ; ; uring testing and integration, but will not change
ﬁ]qud'\i/f?éfgﬁte §||§§§ésbuﬁ\|'§xfxeggi§ﬁ Stooghﬁig%e ;ﬁrd”?gx%'uring the experiment itself. The suite will be re-run if

. . ) rs change. The remainin rameter
interaction in the reduced parameter space argwse parameters change e remaining parameters

: e - ontrol values that the planner does not reason about,
identified by analyzing the planner model. Parame'[elr_ﬁut simply “passes through” to the executive. Testing

from strongly interacting regions should be tested in~ . le arbit e i fficient

combination, while fewer combinations must be tested SINYI€ arbitrary vajue 1s suthcient.

from weakly interacting regions. Parameters from nonScaling Up—Fhere are a number of aspects to the
interacting regions can be tested independentlyplanner and RA design that reduce the size of the
Finally, an orthogonal array-based algorithm generatesarameter space, and thereby facilitate testing. It will
a small (nearly minimal) size test-suite with be important to pay attention to these design decisions
comprehensive coverage of the identified parametefor future missions.

combinations.

veral parameters are set to fixed values. Most of
hese are design-time parameters that might change

There are a vast number of possible initial states, but
Parameter Space ConstructiefThe input space is only ten or so that will occur in practice. By design, the
characterized by a multi-dimensional parameter spacRA reduces variability in the initial state for planning.
such that there is a one-to-one correspondence betwe®he Executive places the spacecraft in a predefined
parameter settings and inputs. We term this the “truestate after any error that requires replanning. In
parameter space. This space is infinite, and clearlgominal operations, the initial state for a given plan is
infeasible for testing. the end-state of the previous plan. This allows
%:ecution to continue seamlessly from plan to plan.

To produce a manageable number of test cases, it § e planner model is designed so that every plan ends
first necessary to control the size of the paramete P 9 yPp

space. This was done by selecting parameters a a relatively quiescent state similar to the standby
parameter values that focus on aspects of the inpéﬁte' Therg atret only a small number of qualitatively
space to which the planner is expected to be sensitiv Ifferent end-states.

We term this the “abstract” parameter space. Eacl full-scale science mission will have a few more
parameter setting in this space specifies an equivalenegandby states and end-states, but not many more. The
class of inputs rather than a single input. The planneiumber will be proportional to the product of the

is expected to behave similarly on every input in ahealth-states tracked by the planner. If the planner
given class, but to have qualitatively different behaviorcovered the entire DS1 mission, it would track only
for inputs drawn from different classes. Abstractionthree more health timelines: IPS health, MICAS high-
entails some risk, since there is no guarantee that theltage switch health, and RCS thruster health for a
parameter space actually has these properties, but thistal of 32 initial states.

risk is needed to construct a manageable test-suite. . : . .
g Test Suite ConstructierThe test suite must provide

Real or integer-valued parameters from the true spacadequate coverage, according to some metric, yet have
and those with large numbers of values, werea manageable number of cases. We use a combination
abstracted by selecting a small handful of discretef two approaches. First, we usghogonal arrayg4]
values to test. Where it was known which values wergo generate a minimal-sized test-suite in which every
at boundaries of qualitative behavior regions of theparameter value and every pair of values appears in at
planner, those boundary values were selected. In theast one test case, and every parameter value appears
other cases values were selected from the parameteiis about the same number of cases.

domain according to their expected distribution in hi h d b d b inal
operations. No attempt was made to select g NS approach detects every bug caused by a single

statistically significant number of values. The parameter value or by an interaction of two parameter
abstraction makes several educated guesses, such as {fisles: 1t will detect only some bugs caused by

qualitative behavior boundaries, the distribution ofintéractions of three or more parameter values. The

values in operations, and the number of parameterriSk of this approach is that it assumes that the majority

values to select. of bugs are due to one or two parameter values.
The primary abstractions are as follows. The initialTh€ PS test-suite was constructed using an orthogonal

states are restricted to twelve canonical states th&f rt?ys_approach. Tge Rﬁx tﬁSt'SUitle contains thrfee
cover all of the qualitatively different initial states [all SUP-Sultes generated with orthogonal arrays: one for

combinations of MICAS state (2), MICAS health (2), the twelve-hour experiment, and one each for the six
and final attitude (3)]. The planner is either insensitiv ﬁy repllan ﬁases and rfhe 252<-day back-to-back p;a?ws.
to other variations, or those variations are not initiall '€ twelve-hour suite has 24 test cases (many of the

states that the exec would ever generate. The plan st@fove parameters are fixed for the twelve-hour
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Table 1. DS1 Test-beds

Platform Fidelity CPU Hardware Availabilit  CPU speed
y

Spacecraft Highest Flight Flight 1 for DS1 11
DS1 Testbed High Flight Flight spares + DS1 simulators 1 for DS1 11
Hotbench High Flight Flight spares + DS1 simulators 1 for DS1 11
Papabed Med Rad6k DS1 simulators only 1 for DS1 4:1
Radbed Low Rad6k RAX simulators only 1 for RAX 4:1
PowerPC Lowest PPC RAX simulators only 2 for RAX 10:1
Unix Minimal Sparc Ultra  RAX simulators only unlimited 40:1

« The flight CPU is a radiation hardened RS-6000 chip (Rad6k) running on the flight bus, memory, etc.
* The Papabed and Radbed run on a Rad6k chip bus, but have some non-flight bus and memory components.
» The PowerPC (PPC) is a non-hardened, off-the-shelf RS-6000 chip with higher clock speed than the Rad6k.

. The RAX cimiilatare were wrritten hv the RAX team and are nf Inwer fidelitvy than the NQ1 cimiilatnare

experiment), and the other suites have about fifty casésteraction regions. Additional work is needed to
each. implement the interaction analysis metric.

Coverage Metrics-Constructing this test suite A second metric is how well the test suite exercises all
required several assumptions and abstractions, arad the requirements. If a requirement is trivially
each of these introduces some uncertainty in theatisfied for some test-case, then that case does not
coverage. In order to assess this risk, we developegkercise the requirement. A third related metric is how
several orthogonal coverage metrics with which towell the test-suite exercises all of the knowledge in the
evaluate the test suite and its assumptions. plan model. The plan model consists of constraints of

the form “if token A appears in the plan, then token B

One metric is whether there is at least one test cast st also appear in the plan and be in the following
from each set of inputs for which the planner behawortemporal relation to A.” Token A is called the master

ISIa?\aneerClgee%;\?ege stlﬁgi?\}gllelgiriliﬁf:rrlen;.r X}/fpeertehnetT To oken, and B is called the target token. The constraint
P q y y Y 0is exercised if and only if the master token appears in

a set of inputs depends on the constraints in th e plan. It is therefore easy to determine which

planner model. If the inputs differ on plan elementsconstraints were exercised by examining the tokens in

that are interact strongly (have many constraint,o " eq iting plan. As an additional check, the plan
among them), then the planner behavior is likely t aintains temporal relations, which makes it possible
differ dramatically. If the inputs differ on weakly "o " \vhether a masterftarget pair occurred by
interacting plan elements, then the output plans arg. ;jent or as a result of exercising a constraint in the
likely to be similar. With this metric, one identifies all model. The coverage of the test-suite is proportional to

the strongly interacting plan elements and they. o centage of the total constraints exercised.
combinations of “true” parameter values that control

these elements. The abstract parameter space shollds difficult to predict which inputs will exercise a
not have settings that correspond to thesgiven constraint or requirement, though one can often
combinations. If it does, then settings in the abstradnake a good guess. For the RAX planner, we use these
space do not correspond to equivalence classes whermeo coverage metrics to measure the coverage of the
the behavior is qualitatively similar. suite after running it, and then add test-cases if needed.

The third metric is analogous to code-covering metrics

The test-suite coverage is measured with respect to this . ) :
metric by identifying the combinations of abstrac’twmch are also used for post-hoc coverage analysis.

parameter values that control the strongly interactingingle Variation Test SuitesThe orthogonal array-
regions. The test-suite should have at least one tegenerated test suite provides excellent coverage with a
case for each combination. The orthogonal arrapandful of test cases. However, it is difficult to identify
algorithm can be extended to include these test casesich parameter caused a problem and file a
(e.g., [B]), or they can simply be appended to the testmeaningful bug report. To address this problem, we
suite with no attempt to minimize. constructed a second suite of test-cases in which each

We performed a verv rouah interaction analvsis tocaSe is identical to a baseline scenario in every
e p y roug . YSIS 18yarameter value but one. Since the planner is known to
identify the most heavily interacting goals, initial

states, and constraint parameters. The test sui erform correctly on the baseline case, any problems

contains at least a few test cases from each of the%ﬁir:/ ge?é likely to be caused by the one parameter that
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In practice, these “single variation” cases catch most diundred kilobytes long, and are not human-readable.
the initial bugs. The orthogonal-array suites are usefulhere are about two hundred plans in the test-suite,
for identifying additional bugs once the single and the entire suite must be analyzed once a month.

variation cases all pass. There is clearly a need for automated plan verification
tools.
4. ALLOCATING TESTS TO TEST BEDS We have such a tools for the DS1 planner. It reads the

Jlan into an assertions database and then verify that

The DS1 flight project has a number of test bed the assertions satisfy constraints expressed in first
ing in fideli ith h : . X
ranging in fidelity (with respect to the segraft) and order predicate logic (FOPL). This tool was

scarcity, as shown in Table 1. The highest fidelity: -
platforr)r/1s, such as the spacecraft itself, are scarce afgPlemented in APS [3], a language that supports
testing time on them is limited. CPU speed decreasd€Se kinds of FOPL operations.
with increasing fidelit)?, further limiting the effective The plan correctness requirements are FOPL
testing time. Lower fidelity platforms are more statements that specify constraints that must hold
numerous and have faster CPUs, but tests performed @nong plan elements. For example, one constraint is
them must be combined with a strong argument thaghat the plan must not contain OP_NAV_WINDOW
additional fidelity will not change the outcome. tokens if the MICAS camera switch is stuck in the off
i Tahilitg ; position (as specified by the MICAS_HEALTH token).
Exploiting speed and availability is crucial for the This is encoded as the FOPL statement *for all opnav

large planner test suites. In order to obtain adequate: .
coverage, the test suite must have about 200 plaffindow tokensw there exists a MICAS_HEALTH

generation cases. Plans take four hours to generate Bi€nh such thah containsw.

flight CPUs, but less than five minutes to generate on 8ome of these constraints correspond directly to
Sparc Ultra/l which means it would take over a monthitompatibilitiesin the planner model. Other constraints

to run through the entire suite on a high-fidelity test-do not map to a single compatibility, but are satisfied
bed, but only sixteen hours on Unix. by some collection of compatibilities.

High fidelity test beds are also the most difficult to The tool is first used to verify that the plans in the test
configure and instrument for a given test, whereasyite satisfy the plan model constraints. This gives us
lower fidelity test-beds are generally the easiest. Thigigh confidence that the planner model correctly
means that some tests can only be performed on lowehforces the constraints for all plans. It is much easier
fidelity test beds. to verify that a given plan satisfies a constraint than it
is to write compatibilities that enforce the constraint
ofgyr all plans. The second use is to verify requirements
that do not correspond to a single compatibility in the
model. These requirements are specified in FOPL.

The planner is well suited to exploit low-fidelity
testbeds. The planner consists of a domain-independ
reasoning engine, a domain-specific model, and
handful of implementation-specific interfaces with the
flight software. The only planner input that changes onThis tool verifies plans as follows. Roughly speaking,
higher fidelity test-beds is the exact content of thecompatibilities are of the form “if token A exists in the
goals provided by on-board systems such as NAV angdlan, then there also exists a token B such that the
ACS. This means that modulo timing and performancgemporal relation R holds between A and B.” A plan
issues, the planner behavior is expected to behawgtisfies a compatibility if for every token of type A
identically on Unix and the spacecraft for any giventhere exists a token of type B in the specified temporal
input. This permits comprehensive planner testing ofelation, and the relation is specified explicitly in the
Unix platforms with full expectation that the results pjan.

will scale up to other platforms. A handful of tests are e i _ )
repeated on higher fidelity platforms to address! he verification tools provide high confidence that the

performance issues and to be sure that the plans apinner generates plans that satisfy the correctness
identical (i.e., no anomalies are introduced byconditions. It is also ecessary to validate the
platform-dependent implementation differences, theforrectness — conditions  themselves. A minimal

CPU, or because we are using a RAMdisk instead of agPProach is to have appropriate system engineers
NFS file system). review the conditions. We took this approach for RAX.

A more systematic approach would be to augment the

review process with formal design-validation methods
5. PLANNER VERIFICATION TOOL such aps SPIN [6] to ensuregthat the correctness

The p|anner genera’[es a p|an from an |n|t|abepeaft conditions guarantee a Sma” handful of high-level

state, a set of goals, and constraints. The maifafety and “liveness” conditions.

requirement on the planner is that the plan meet a long

list of correctness requirements. Plans can be several 6. STATUS OFRAX TESTING

As of October 1998, we have performed the low-

? Flight processors are typically one or two generations behind the statfidelity test suites on four RAX releases. Between
of-the-art due to the need for radiation hardening and the need to selecRecember and March weillvperform the system test
CPU at the beginning of the project (at least two years before launch).
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suite on the high-fidelity test beds. We have been ablBob Kanefsky, Jim Kurien, Nicola Muscettola, Pandu
to achieve this testing effort with a four-person testingNayak, Kanna Rajan, Nicolas Rouquette, Will Taylor,
team working approximately half-time. and Yu-Wen Tung.
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